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Secret Key Encryption Lab Report
Introduction:

When implementing encryption algorithms, it is often that varying encryption modes can
be chosen to modify the implementation of the encryption process (IBM, 2023). These
encryption modes can be seen to modify aspects of the encryption algorithm such as the order in
which operations are performed, the block size, the length of the encryption key, and the
introduction of pseudorandom modification values (Sathya, Premalatha, & Rajasekar, 2021).
Each of these encryption modes represents a vastly different implementation and each of these
implementations will have use cases where they are most relevant (Geeks for Geeks, 2023).
However, the improper configuration of encryption algorithm modes can have severe
implications on the effectiveness of data confidentiality resulting in weak data security (Mitre,
2023). The importance of addressing this vulnerability is then further emphasized through the
fact that a developer may not realize they have improperly configured the encryption leading to a
vulnerability where a strong security implementation is perceived to exist. Fortunately, this
security concern can be mitigated through the proper implementation of encryption algorithm
modes relevant to the desired use case, and as such, a security professional needs to understand
the implications of algorithm security modes (Basta, 2018). Through studying the nuance
between encryption algorithm implementations, such as the Electronic Code Book (ECB),
Cipher Block Chaining (CBC), Cipher Feedback Mode (CFB), and Output Feedback Mode
(OFB) a security professional can be better equipped to implement encryption algorithms and
apply them to adequately provide data security (NIST, 2023).

The encryption mode chosen for the implementation of an encryption algorithm can have

drastic implications on data security (Ametepe et al., 2022) and as such, this lab seeks to



demonstrate vulnerabilities associated with improper implementations. The first area of concern
addressed by the lab relates to the ability for statistical analysis to be performed on data encoded
one character at a time. This trait is the primary characteristic of substitution ciphers and by
examining the application of computational statistical analysis the need for stronger encryption
practices can be emphasized (Basta, 2018). With the need for stronger encryption practices
identified, the lab then turns to the examination of varying encryption modes and how they differ
in the encoding process. To accomplish this examination, the AES encryption algorithm was
used, and the differing encryption modes of AES were compared. AES contains encryption
modes that encode various-sized blocks of data in addition to introducing various degrees of
randomness which contribute to the security of data given different application use cases
(Ametepe et al., 2022). Studying the differences between these encryption modes then allows for
a greater understanding of their applications and weaknesses to be understood enabling their
proper usage to accomplish encryption objectives.

In examining the proper implementation of security modes, several use cases can be
examined that highlight each property of the encryption algorithm modified by a usage mode.
The first property to be examined in this lab is the need for randomness in achieving certain
security objectives such as the encryption of images. In images, each pixel is encoded with RGB
color values by which encryption can be performed. However, an encryption mode that produces
the same mapping for a given input value will not accomplish the objectives of encrypting an
image as the like colors of an image will result in a change in color value but will not obscure the
image as a whole (NIST, 2023). This fact then highlights the importance of randomness in
accomplishing certain security objectives through encryption (Mitre, 2023). Following the

examination of randomness, the effect of an encryption mode on data padding can then be



observed. When certain block encryption algorithms encrypt a message, they must first pad out
the input message to a size divisible by the block size (Geeks for Geeks, 2023). This padding is
essential to the operation of block encryption algorithms and must be understood by a security
professional to track the encryption process effectively. With this, an additional property of
block encryption ciphers is that, as their name suggests, they encrypt whole blocks at a time.
This means that an error of one bit could corrupt the data of just a bit, an entire block, or more
depending on the encryption mode used (NIST, 2023). This fact highlights the importance for a
security professional to understand the implications of encryption modes on environments prone
to data corruption and can allow them to choose an encryption mode best suited for their
encryption task.

The final portion of the lab then examines initialization vectors (1Vs) which are
implemented to introduce randomness to successive encryptions of the same value to better
conceal encrypted messages (Sathya, Premalatha, & Rajasekar, 2021). The introduction of IVs
can greatly increase the security of encrypted data as the randomness introduced makes it
difficult for an observer to recognize patterns in encrypted values (NIST, 2023). Further, Vs
solve the previously mentioned problem of encrypting images as pixels with the same color
value can be encrypted to different output values resulting in an encrypted image that appears to
represent completely random data. However, the introduction of 1Vs alone does not resolve these
vulnerability issues as the improper application of 1Vs continues to result in weakened security
(Sathya, Premalatha, & Rajasekar, 2021). To address these issues, IV properties are explored
through the lab and best practices are introduced such as not reusing 1V values and ensuring

future 1V values are not predictable. The proper implementation of IVs can then be seen to



protect data through an added layer of randomness and prevent eavesdroppers from detecting
patterns in encryption.

With these features in mind, it is then possible to see the importance of appropriately
selected encryption modes and parameters. Encryption modes can have massive implications on
data security given a particular use case and for this reason, it is essential that a security
professional understand encryption use modes and applications (Mitre, 2023). Through studying
encryption algorithm implementations such as varying modes of the AES encryption algorithm, a
better understanding of encryption parameters can be achieved and the security professional can
be better equipped to apply strong applications of encryption modes (Ametepe et al., 2022).
Encryption modes are an important aspect of the encryption process and through their proper
implementation, the security objectives of cryptography can be furthered in the work of a

security professional (Basta, 2018).



Lab Procedure:

Before the steps of this lab can be completed, there is first some pre-setup that must be
configured within the Linux environment. To begin the lab the user first needed to use docker to
install the containers that will be used to construct the lab environment (Screenshotl). After this,
the containers could be constructed into the lab environment and set up to run in the background
when needed for a later task (Screenshot2). With the environment constructed, a new shell could
then be opened allowing the user to approach the lab tasks.

The first objective of this lab challenged the user with the task of utilizing Python code to
encrypt a text using a monoalphabetic cipher before then breaking another monoalphabetic
encrypted text using statistical analysis. To perform monoalphabetic encryption, a Python
program was provided and could be installed on the Linux system to produce a random ordering
of the English characters (Screenshot3). Executing this python script then produces a random
ordering of characters (Screenshot4) and this ordering is the ordering that will be used as the key
for the monoalphabetic encryption. To perform this encryption a file was made containing
plaintext (Screenshot5) and then stripped of uppercase letters, spaces, and punctuation to make

the encrypted text more difficult to decipher (Screenshot6, Screenshot7). After this, the

previously generated key mapping can be applied to the text of this file (Screenshot8) to create
an encrypted message (Screenshot9).

After gaining exposure to the creation of monoalphabetic ciphers, the user is then
presented with a file of text encrypted through a monoalphabetic mapping (Screenshot10). This
then presents a great example of a use case through which statistical analysis can be applied to
predict characters based on the commonality of their appearance throughout the English

language (University of Notre Dame, n.d.). A Python script can then be used to present the



frequency of characters appearing as well as the frequency of bigrams and trigrams of letters

(Screenshotl1, Screenshot12). By comparing these characters to their respective counterparts in

the list of most commonly used English characters, best-guess substitutions can be made
(University of Notre Dame, n.d.) such as replacing the letters ‘ytn” with ‘THE’ as the most
common trigram (Screenshot13). Checking this substitution with the context of the message
appears to make sense (Screenshotl14), so further substitutions could be made and verified by this
pattern (Screenshot15) until the message has been decrypted (Screenshot16).

With an understanding of the security implications of monoalphabetic substitution
established, the lab then transitioned toward an examination of encryption security modes to
identify the advantages and disadvantages of encryption modes. The OpenSSL command was
used to test the syntax and output of encryption files and with this, the descriptions of the
encryption modes could be examined through the use of the manual pages (Screenshot17,
Screenshot18). After examining the different options available, a new text file was created
(Screenshot19) and then encrypted through the use of the AES 128-bit Cipher Block Chaining
(CBC) mode (Screenshot20), the AES 128-bit Cipher Feedback Mode (CFB) (Screenshot22),
and Triple DES (DES3) (Screenshot24) algorithm modes. Each of their respective outputs could

then be observed and their outputs compared (Screenshot21, Screenshot23, Screenshot25).

With a basic understanding of encryption modes established, a further examination of the
implications of security modes on data security could then be approached. The next task
approached this topic by giving the user a BMP image file (Screenshot26) and instructing the
user to encrypt the file through both the Electronic Code Book (ECB) and CBC encryption
modes of AES. The first encryption mode used was ECB (Screenshot27) with the distinguishing

characteristic of ECB being the one-to-one encoding of input to output (Geeks for Geeks, 2023).



To view the encrypted image, the header from the original must be replaced into the encrypted
image (Screenshot28), and then by viewing the image a blurred but still distinguishable version
of the image can be seen (Screenshot29). The recognizable nature of this encrypted message is
due to the one-to-one encoding of like colors (Mitre, 2023) and highlights a security
vulnerability in using this encryption mode for image encryption. By repeating this experiment

using the CBC encryption mode (Screenshot30, Screenshot31) and viewing the image

(Screenshot3?2) it can be seen that the image appears completely unrecognizable. The CBC
encryption mode introduces an element of randomness to the encryption process (NIST, 2023)
and this randomness then allows pixels of the same value to encode to different outputs. To
emphasize the relevancy of this application vulnerability, a new photo was chosen being an
image of myself (Screenshot33). Encrypting this message using the same processes

(Screenshot34 — Screenshot37) then reveals similar results highlighting the importance of

choosing an encryption mode to protect personally identifiable data.

One additional difference between encryption modes that must be understood by a
security professional is when padding is added to an encrypted value. In order to explore this
concept, the lab instructed the user to test four different encryption modes and compare the
output values to see if padded characters had been added. The encryption modes used for this test
were ECB, CBC, CFB, and the Output Feedback Mode (OFB). To test for padding, a file was
created (Screenshot38) and then tested with each of the respective outputs (Screenshot39 —
Screenshot4?2). Examining the output, it can then be seen that all of the modes except for ECB
pad the hex string with extra characters. This is because the remaining modes process data in
blocks and as such, require an input size divisible by the block size (Basta, 2018). The block size

can then be further tested by creating files of 5, 10, and 16 bytes (Screenshot43) and then



encrypting the files using the different encryption modes used before (Screenshot44). Examining
the output then reveals that the file size increased when a block size was not readily divisible by
the existing file size (Screenshot45). Viewing the encrypted files then reveals the padded

characters and their hex values (Screenshot46 — Screenshot50).

The fact that some of these encryption modes process data in blocks then has further
implications on data corruption that must be examined. In the lab, this was tested by creating a

large data file (Screenshot51 — Screenshot53) and then corrupting a single bit of that file

(Screenshot54). By then encrypting the file using the varying AES encryption modes

(Screenshot55) and viewing the output (Screenshot56 — Screenshot59) it can be seen that 16

bytes, or one block of data, was corrupted in each of the output files except for that of the ECB
encryption mode which only had a single character corrupted. This then highlights another
security flaw of the ECB encryption mode which is that a single bit flipped in the input data will
be present in the output allowing an observer to glean information about the encryption process
through bit modification (Mitre, 2023).

With a firm understanding of the basics of encryption modes held, an examination of
initialization vectors (IVs) can then be performed to understand the need for randomness with
encryption algorithms. When encryption is performed without an element of randomness, the
same input value will continue to map to the same output value (Mitre, 2023). This could have
severe security implications as an outside observer could recognize patterns in encrypted values
and then use those values to attempt to break the encryption or perform ciphertext-only attacks
(Mitre, 2023). Additionally, this issue results in the lack of security in applications such as image
encryption previously demonstrated. For these reasons, it is advantageous to add an element of

randomness into the encryption process which is what is referred to as an initialization vector
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(NIST, 2023). The exclusive or (XOR) operation is then performed on IVs and the encrypted
value to produce an output value that is a function of the IV, key, and encryption mode.
However, initialization vectors must also follow best practices in their implementation to ensure
the randomness is effective and meets security objectives. This factor of 1Vs is extremely
important as the IVVs must be transported with the encrypted message to allow the receiver to
decrypt it (Mitre, 2023). Some encryption best practices include only using each IV with a given
key once and ensuring Vs are not predictable. The lab tasks then introduce IV applications as
well as guide the user through a process of testing the security concerns regarding IV use.

The first of the best practices explored in the lab is the property of uniqueness that must
be held by each IV regarding its associated key (Mitre, 2023). By creating a message
(Screenshot60) and then encrypting that message using the same 1V (Screenshot61) it can be

seen that both encryptions produce the same ciphertext value (Screenshot62, Screenshot63). In

contrast, producing an encryption with a different IV then produces a completely different output
value (Screenshot64). Following this, the lab provided the user with a known plaintext and its
associated ciphertext value. Having another ciphertext value under the assumption that the same
IV was used provides the user with the ability to decipher the encrypted message using the
commutative property of the XOR operation (NIST, 2023). To perform these XOR operations,
the lab provided the user with a Python program (Screenshot65), and by modifying this program
to hold the values given by the lab (Screenshot66) the plaintext value can be observed
(Screenshot67).

The lab then further challenges the user with a scenario where the 1V value changes with
every message, but a predictable pattern exists between the 1Vs. This then highlights the next

important feature of IV security which is that I\VVs must not be predictable (Mitre, 2023). As it is
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given that the sent message will be either ‘Yes’ or ‘No’, these values were first converted to
hexadecimal so they would be more readily recognizable (Screenshot68). Following this, a series
of message exchanges were performed between the user and the system to identify the pattern
between the 1V values (Screenshot69). With this, in mind, it can be seen that several aspects of
the problem are known to the user. First, the cyphertext and plaintext values of the initial
message are known as the initial message was either ‘Yes’ or ‘No’, and the ciphertext value was
given directly. Additionally, the IV value is given so the element of randomness is also known.
Through testing values of either ‘Yes’ or ‘No’ with the newly generated Vs the user should then
be able to XOR the values together and compare the values to get a matching value confirming
which plaintext value was used. Additionally, the predictable nature of the Vs should allow for
the deciphering of future encrypted messages using the same 1V pattern highlighting the severity
of this security concern. In my application of this lab step | created a program to attempt to XOR
the values of each generated value pair (Screenshot70) but | was unable to definitively determine
the plaintext input used (Screenshot71). However, despite this the value of generating IVs in
such a way that the pattern cannot be predicted is clear, and as such it is essential that a security
professional apply this best practice.

Encryption modes are an essential aspect of the encryption process, and by examining
encryption modes and their functionality a security professional can be better equipped to apply
encryption while avoiding the risks associated with misconfiguration (NIST, 2023).
Additionally, the study of encryption modes can assist a security professional in their knowledge
of encryption algorithm functionality in areas such as block cipher padding and the addition of
randomness into the encryption process. This understanding can then enable a security

professional to apply encryption in a way that effectively protects data and does not fall prey to



misconfiguration errors. Encryption is a crucial aspect of modern data security and through
understanding encryption modes, a security professional can ensure that the security objectives

of confidentiality and integrity are upheld in their work (Basta, 2018).
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Screenshots: Task 1

Screenshotl: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~,
$ docker-compose up

oracle-server Warning
[+] Bullding 1160.8s (12/13)

extracting sha256:da7391352a9bb76b292a568c066aadc3cbae8d494e6a3c68e3c596d34f7c75f8

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup

=> sha256:da7391352a9bb76b292a568c066aa4c3cbae8d494e6a3c68e3c596d3417c75f8 28.31MB / 28.56M8
1151.5s

[+] Running 3/2
Network net-10.9.6.6
tailner oracle-10.9.6.80 Creating

Container oracle-10.9.0.80

oracle-server The requested image's platform (linux/amd64) does not match the detected host platform (linux/arm64/v8) and no specific platform was

Attaching to oracle-10.9.0.80
i Server listening on 30600 for known_iv

requeste
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Screenshot3: (Return to text)

GNU nano 6.2

random

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup

o) s B cut Location
Wil Read File |l Paste Go To Line

M

dgipugblyejzsckfrhanmwvxto

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup

3 monoAlphabetic.py

To Bracket
Where Was
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Screenshots: Task 2

Screenshot5: (Return to text)

Open *article.txt

1Hello, this is the file to be encrypted by the monoalphabetic cipher.

Plain Text

Screenshot6: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup

$ tr [:upper:
§ tr -cd '[a-
s

Tab width: 8

Ln1, Col6s

16



Screenshot7: (Return to text)

Write Out Where Is

ead File Replace

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup

m undo

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup

ghijklmnopqrstuvwxyz’ ’dgipugblyejzsckfrhanmwvxto’ \
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Screenshot9: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup

g Help "0 ite Out @l where Is t  undo 3 To Brack
B Exit Wil Read File &l Repl e ] Redo wWhere Was

Screenshot10: (Return to text)

" parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files (o}

ytn xqavhq yzhu xu qzupvd ltmat gnncq vgxzy hmrty vbynh ytmq ixur qyhvurn
vlvhpq yhme ytn gvrrah bnniq imsn v uxuvrnuvhmvu yxx

ytn vlivhpq hvan lvq gxxsnupnp gd ytn pncmgn xb tvhfnd lnmuqynmu vy myq xzygny
vup ytn veevhnuy mceixqmxu xb tmq bmic axcevud vy ytn nup vup my lvq qtvenp gd
ytn ncnhrnuan xb cnyxx ymcng ze givasrxlu eximymaq vhcavupd vaymfmgc vup

v uvymxuvi axufnhqvymxu vq ghmnb vup cvp vq v bnfnh phnvc vgxzy ltaytnh ytnhn
xzrty yx gn v ehngmpnuy lmubhnd ytn gnvqxu pmpuy ozqy gnnc nkyhv ixur my lvq
nkyhv ixur gnavzqn ytn xqavhq lnhn cxfnp yx ytn bmhqy lnnsnup mu cvhat yx
vfxmp axubimaymur lmyt ytn aixqmur anhncxud xb ytn lmuynh xidcemaq ytvusq
ednxuratvur

xun gmr jznqymxu qzhhxzupmur ytmq dnvhq vavpncd vivhpq mq txl xh mb ytn
anhncxud Imit vpphngqq cnyxx ngenamviid vbynh ytn rxipnu rixgnq ltmat gnavcn

v ozgmivuy axcmurxzy evhyd bxh ymcng ze ytn cxfncnuy genvhtnvpnp gd

exlnhbzi txiidlxxp lxcnu ltx tnienp hvmgn cm xuq xb pxiivhq yx bmrty gnkzvi
tvhvqqenuy vhxzup ytn axzuyhd

gqnruvimur ytnmh qzeexhy rxipnu rixgng vyynupnng qlvytnp ytncqnifnq mu givas
qexhynp iventi emuq vup gxzupnp xbb vgxzy qnkmqy exlnh mcgvivuanq bhxc ytn hnp
avheny vup ytn qyvrn xu ytn vmh n lvq aviinp xzy vgxzy evd munjzmyd vbynh

myq bxhcnh vuatxh avyy qupinh jzmy xuan qtn invhunp ytvy qtn lvq cvsmur bvh
ingq ytvu v cvin axtxqy vup pzhmur ytn anhncxud uvyvimn exhycvu yxxs v glzuy
vup quymgbdmur pmr vy ytn viicvin hxqynh xb uxcmuvynp pmhnayxhq txl axzip
ytvy gn yxeenp

vq my yzhuq xzy vy invqy mu ynhcq xb ytn xqavhq my ehxgvgid lxuy gn

lxcnu mufxifnp mu ymcng ze qump ytvy viytxzrt ytn rixgnq gmrumbmnp ytn
mumymvymfng ivzuat ytnd unfnh muynupnp my yx gn ozqy vu vlvhpq qnvgxu
avcevmru xh xun ytvy gnaven vaqxamvynp xuild lmyt hnpavheny vaymxuq muqynvp
v gexsnqlxcvu qmp ytn rhxze mq lxhsmur gntmup aixqnp pxxhq vup tvq gqmuan
vevggnp  cmiimxu bxh myq inrvi pnbnugn bzup ltmat vbynh ytn rixgnq lvq
bixxpnp lmyt ytxzqvupq xb pxuvymxuq xb xh ingq bhxc enxein mu gxcn
axzuyhmnq

ux aviil yx lnvh givas rxluq lnuy xzy mu vpfvuan xb ytn xqavhq ytxzrt ytn
cxfncnuy Imit vicxqy anhyvmuid gn hnbnhnuanp gnbxhn vup pzhmur ytn anhncxud
nqenamviid qmuan fxavi cnyxx qzeexhynhq imsn vqtind ozpp ivzhv pnhu vup
umaxin smpcvu vhn qatnpzinp ehnqnuynhq

vuxytnh bnvyzhn xb ytmq gqnvgxu ux xun hnvitd suxlq ltx mq rxmur yx lmu gnqy
emayzhn vhrzvgid ytmq tveenuq v ixy xb ytn ymcn muvhrzvgid ytn uvmigmynh

& Help Write Out Where Is Cut all Execute M8 Location 8 undo Set Mark To Bracket
o Exit Read File Replace Paste o Justify Go To Line |3 Redo Copy here Was
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Screenshotl1: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

S python3 freq.py

(top 28

3-gran (top 20):
ytn: 78

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files




Screenshot13: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

' *THE" ciphertext.txt > plaintext.

Screenshot14: (Return to text)

o parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

GNU nano 6.2 laintext.txt
THE xqavhq Tzhu xu qzupvd 1HmaH qEEcq vgxzT hmrHT vbTEh THmq ixur qThvurE
vivhpq Thme THE gvrrEh bEEiq imsE v uxuvrEuvhmvu T

THE vivhpq hvaE lvq gxxsEupEp gd THE pEcmqE xb HvhfEd LEmuqTEmu vT mTq XZTQET
vup THE veevhEuT mceixqmxu xb Hmq bmic axcevud vT THE Eup vup mT lvq qHveEp gd
THE ECEhrEuaE xb cETxx TmcEq ze givasrxlu eximTmaq vhcavupd vaTmfmqc vup

v uvTmxuvi axufEhquTmxu vq ghmEb vup cvp vq v bEFEh phEvc vgxzT LHETHEh THEhE
XZrHT Tx QE v ehEqmpEuT lmubhEd THE qEvqxu pmpuT 0zqT qEEc EKThv ixur mT lvq
EkThv ixur gEavzqE THE xqavhq LEhE cxfEp Tx THE bmhqT LEEsEup mu cvhaH Tx
vfxmp axubimaTmur LmTH THE aixqmur aEhEcxud xb THE lmuTEh xidcemaq THvusq
edExuraHvur

xuE gmr jzEQTmxu qzhhxzupmur THmq dEvhq vavpEcd vivhpq mq Hxl xh mb THE
aEhEcxud mit vpphEqq cETxx EqeEamviid vbTEh THE rxipEu rixgEq HmaH gEavcE

v ozgmivuT axcmurxzT evhTd bxh TmcEq ze THE cxXfECEUT qeEvhHEVpEp gd

ex1Ehbzt Hxildlxxp 1xcEu 1Hx HEteEp hvmqE cmiimxuq xb pxiivhq Tx bmrHT qEkzvi
HvhvqqcEUT vhxzup THE axzuT

qmruvimur THEmh qzeexhT rxipEu rixgEq VITEupEEQ qLVTHEp THECQELfEQ mu givas
qexhTEp iveEl emuq vup gxzupEp xbb vgxzT qEkmqT exlEh mcgvivuaEq bhxc THE hEp
avheET vup THE QTvrE xu THE vmh E lvq aviiEp xzT vgxzT evd muEjzmTd vbTEh

mTq bxhcEh vuaHxh avTT qupiEh jzmT xuaE QHE iEvhuEp THVT QHE lvq cvsmur bvh
LEqq THvu v cviE axHxqT vup pzhmur THE aEhEcxud uvTvimE exhTcvu Txxs v glzuT
vup qvTmgbdmur pmr vT THE vilcviE hxqTEh xb uxcmuvTEp pmhEaTxhq Hxl axzip
THVT QE TxeeEp

vq mT Tzhuq xzT vT 1EvqT mu TEhcq xb THE xqavhq mT ehxgvgid \xuT gE

IxcEu mufxifEp mu TmcEq ze qvmp THVT viTHxzrH THE rixgEq qmrumbmEp THE
munTrvTnfEQ ivzuaH THEd uEFEh muTEupEp mT Tx gE 0zqT vu vlvhpq qEvgxu
avcevmru xh xuE THVT gEavcE vqqxamvTEp xuid ImTH hEpavheET vaTmxuq muqTEvp
v qexsEqlxcvu qump THE rhxze mq lxhsmur gEHmup aixqEp pxxhq vup Hvq qmuaE
vevqqEp  cmiimxu bxh mTq 1Ervi pEbEuQE bzup 1HmaH vbTEh THE rixgEq lvq
bixxpEp ImTH THxzqvupq xb pxuvTmxuq xb xh Eqq bhxc eExelE mu gxcE
axzuThmEq

ux avitl Tx lEvh givas rxluq lEuT xzT mu vpfvuaE xb THE xqavhq THxzrH THE
cxfECEUT Imii vicxqT aEhTvmuid gE hEbEhEuaEp gEbxhE vup pzhmur THE aEhEcxud
EqeEanviid qmuak fxavi cETxx qzeexhTEhq imsE vqHiEd ozpp ivzhv pEhu vup
umaxiE smpcvu vhE qaHEpziEp ehEQEUTEhq

VUxXTHEh DEVTZhE xb THmq qEvgxu ux xuE hEviild suxlq Hx mq rxmur Tx lmu QEQT
emaTzhE vhrzvgid THmq HveeEuq v ixT xb THE TmcE muvhrzvgid THE uvmigmTEh
Read 87 lines
Help out BE where Is cut B Execute l§ Location Undo set Mark To Bracket
& Exit Ml Read File Replace & Paste & Justify Go To Line 3 Redo Where Was




Screenshot15: (Return to text)

Do nvnvann

Screenshot16: (Return to text)

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD DS
- o

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

tr 'ytnv’ 'THEA’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmu’ 'THEAIN' < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmuq’ 'THEAINS®' < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmugf’ "THEAINSO’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmuq’ ’THEAINS' ciphertext.txt > plaintext.tx

tr ’ytovmuqx’ ‘THEAINSR’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr nvmugxi’ "THEAINSOL' < ciphertext.txt > plaintext.txt

nano plaintext.txt

r 'ytovmugxip’ ’THEAINSOLD’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr ’ytnvmugxiph’ ’THEAINSOLDR’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr nvmugxiphr’ THEAINSOLORG' < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr ’ytnvmugxiphrg’ *THEAINSOLDRGV’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmugxiphrgjz’ ’THEAINSOLDRGVQU' < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr ’ytnvmugxiphrgjz’ ’THEAINSOLDRGBQU’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmugxiphrgjzd’ ’THEAINSOLDRGBQUY' < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmugxiphrgjzdb’ ’THEAINSOLDRGBQUYF’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr 'ytnvmugxiphrgjzdbl® ’THEAINSOLDRGBQUYFW’ < ciphertext.txt > plaintext.txt

nano platntext.txt

tr nvmugxiphrgjzdbla’ ’THEAINSOLDRGBQUYFWC' < ciphertext.txt > plaintext.tx

nano plaintext.txt

tr ‘ytnvmugxiphrgjzdblac’ ‘THEAINSOLDRGBQUYFWCM' < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr ‘ytnvmugxiphrgjzdblacs

nano plaintext.txt
'ytnvmugxiphrgjzdblacsf’ ’‘THEAINSOLDRGBQUYFWCMKV' < ciphertext.txt > plaintext.txt

plaintext. txt

ytnvmugxiphrgjzdblacs " THEAINSOLDRGBQUYFWCMKVP® < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr ’'ytovmugxiphrgjzdblacsfeo’ ’THEAINSOLDRGBQUYFWCMKVP)' < ciphertext.txt > plaintext.txt

nano plaintext.txt

tr ’ytnvmugxiphrgjzdblacsfeok’ ’THEAINSOLDRGBQUYFWCMKVPIX’ < ciphertext.txt > plaintext.txt

nano plaintext.txt

"THEAINSOLDRGBQUYFWCMK’ < ciphertext.txt > plaintext.txt

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

SUNDAY WHICH SEEMS ABOUT RIGHT AFTER THIS LOI

AWARDS TRIP THE BAGGER FEELS LIKE A NONAGENARIAN TOO

THE AWARDS RACE WAS BOOKENDED BY THE DEMISE OF HARVEY WEINSTEIN AT ITS OUTSET
AND THE APPARENT IMPLOSION OF HIS FILM COMPANY AT THE END AND IT WAS SHAPED BY
THE EMERGENCE OF METOO TIMES UP BLACKGOWN POLITICS ARMCANDY ACTIVISM AND

A NATIONAL CONVERSATION AS BRIEF AND MAD AS A FEVER DREAM ABOUT WHETHER THERE

OUGHT TO BE A PRESIDENT WINFREY THE SEASON DIDNT JUST

SEEM EXTRA LONG IT WAS

EXTRA LONG BECAUSE THE OSCARS WERE MOVED TO THE FIRST WEEKEND IN MARCH TO
AVOID CONFLICTING WITH THE CLOSING CEREMONY OF THE WINTER OLYMPICS THANKS

PYEONGCHANG

ONE BIG QUESTION SURROUNDING THIS YEARS ACADEMY AWARDS

IS HOW OR IF THE

CEREMONY WILL ADDRESS METOO ESPECIALLY AFTER THE GOLDEN GLOBES WHICH BECAME

A JUBILANT COMINGOUT PARTY FOR TIMES UP THE MOVEMENT

EARHEADED BY

POWERFUL HOLLYWOOD WOMEN WHO HELPED RAISE MILLIONS OF DOLLARS TO FIGHT SEXUAL

HARASSMENT AROUND THE COUNTRY

SIGNALIN HEIR SUPPORT GOLDEN GLOBES ATTENDEES SWATHED THEMSELVES IN BLACK

SPORTED LAPEL PINS AND SOUNDED OFF ABOUT SEXIST POWER

IMBALANCES FROM THE RED

CARPET AND THE STAGE ON THE AIR E WAS CALLED OUT ABOUT PAY INEQUITY AFTER
ITS FORMER ANCHOR CATT SADLER QUIT ONCE SHE LEARNED THAT SHE WAS MAKING FAR
N A MALE COHOST AND DURING THE CEREMONY NATALIE PORTMAN TOOK A BLUNT

SATISFYING DIG AT THE ALLMALE ROSTER OF NOMINATED DIRECTORS HOW COULD

THAT BE TOPPED

IT TURNS OUT AT LEAST IN TERMS OF THE OSCARS IT PROBABLY WONT BE

WOMEN INVOLVED IN TIMES UP SAID THAT ALTHOUGH THE GLOBES SIGNIFIED THE
INITIATIVES LAUNCH THEY NEVER INTENDED IT TO BE JUST AN AWARDS SEASON
CAMPAIGN OR ONE THAT BECAME ASSOCIATED ONLY WITH REDCARPET ACTIONS INSTEAD

A SPOKESWOMAN SAID THE GROUP IS WORKING BEHIND CLOSED

DOORS AND HAS SINCE

AMASSED MILLION FOR ITS LEGAL DEFENSE FUND WHICH AFTER THE GLOBES WAS
FLOODED WITH THOUSANDS OF DONATIONS OF OR LESS FROM PEOPLE IN SOME

COUNTRIES

NO CALL TO WEAR BLACK GOWNS WENT OUT IN ADVANCE OF THE OSCARS THOUGH THE
MOVEMENT WILL ALMOST CERTAINLY BE REFERENCED BEFORE AND DURING THE CEREMONY
ESPECIALLY SINCE VOCAL METOO SUPPORTERS LIKE ASHLEY JUDD LAURA DERN AND

NICOLE KIDMAN ARE SCHEDULED PRESENTERS

ANOTHER FEATURE OF THIS SEASON NO ONE REALLY KNOWS WHO IS GOING TO WIN BEST
PICTURE ARGUABLY THIS HAPPENS A LOT OF THE TIME INARGUABLY THE NAILBITER

& Help Write Out g where Is & cut &l Execute g8 Location Undo Set Mark To Bracket
o Exit Read File Replace Paste B Justify Go To Line Redo Copy Where Was
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Screenshots: Task 2

Screenshotl7: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

SSL-CMDS(1SSL) 0 OPENSSL-CMDS(155L)

asniparse, ca, ciphers, cms, crl, crl2pkcs?, dgst, dhparam, dsa, dsaparam, ec, ecparam, enc, engine, errstr, gendsa, cey, genrsa, info, kdf,
mac, nseq, ocsp, passwd, pkcsi2, pkcs?, pkcss, pkey, pkeyparam, utl, prime, rand, rehash, req, rsa, rsautl, s_client, s_server, s_time,

_1d, smime, speed, spkac, srp, storeutl, ts, verify, version, x569 - OpenSSL application commands

SYNOPSIS
openssl cnd -help | [-option | -option arg) ... [arg

DESCRIPTION
Every cnd listed above is a (sub-)command of the openssl(1) application. It has its own detailed manual page at openssl-cmd(1). For example, to

view the manual page for the openssl dgst command, type "man openssl-dgst”.

OPTIONS
Among others, every bcommand has a help option

~help
Print out a usage message for the subcommand.

SEE ALSO
openssl(1), openssl-asniparse(1), openssl-ca(1), openssl-ciphers(1), openssl-cms(1), openssl-crl(1), openssl-crl2pkcs7(1), openssl-dgst(1),
openssl-dhparam(1), openssl-dsa(1), openssl-dsaparam(1), openssl-ec(1), openssl-ecparam(1), openssl-enc(1), openssl-engine(1), openssl-errstr(1),
openssl-gendsa(1), openssl-genpkey(1), openssl-genrsa(1), openssl-info(1), openssl-kdf(1), openssl-mac(1), openssl-nseq(1), openssl-ocsp(1),
openssl-passwd(1), openssl-pkcs12(1), openssl-pkcs7(1), openssl-pkcs8(1), openssl-pkey(1), openssl-pkeyparam(1), openssl-pkeyutl(1),
openssl-prime(1), openssl-rand(1), openssl-rehash(1), openssl-req(1), openssl-rsa(1), openssl-rsautl(1), openssl-s_client(1), openssl-s_server(1),
openssl-s_time(1), openssl-sess_1d(1), openssl-smime(1), openssl-speed(1), openssl-spkac(1), openssl-srp(1), openssl-storeutl(1), openssl-ts(1),
openssl-verify(1), openssl-version(1), openssl-x509(1),

HISTORY
Initially, the manual page entry for the "openssl cnd” command used to be available at cmd(1). Later, the alias openssl-cmd(1) was introduced,
which made it easier to group the openssl commands using the apropos(1) command or the shell's tab completion.

In order to reduce cluttering of the global manual page namespace, the manual page entries without the 'openssl-' prefix have been deprecated in
OpensSL 3.0 and will be removed in OpenSSL 4.0.

[COPYRIGHT
Copyright 2019-2020 The OpenSSL Project Authors. All Rights Reserved.

Licen under the Apache License 2.0 (the c . You may not use this file except in compliance with the License. You can obtain a copy in
the file LICENSE in the source distribution ¢ : .openssl.org/source/license.htal

2023-065

Manual page enc(issl) line 1/43 (END) (press h for help or g to guit)

Screenshot18: (Return to text)

~ parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files o
OPENSSL(1SSL) OpenssL OPENSSL(1SSL)

NAME
openssl - OpenssL command line program

SYNOPSIS
openssl command [ options ... ] [ parameters ... ]

openssl list standard-commands | digest-commands | cipher-commands | cipher-algorithms | digest-algorithms | mac-algorithms | public-key-algorithms
openssl

DESCRIPTION
OpenSSL s a cryptography toolkit implementing the Secure Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS v1) network protocols and
related cryptography standards required by them.

The openssl program is a command line program for using the various cryptography functions of OpenSSL's crypto library from the shell. It can be
used for

Creation and management of private keys, public keys and parameters
Public key cryptographic operations

Creation of X.509 certificates, CSRs and CRLs

Calculation of Message Digests and Message Authentication Codes

SSL/TLS Client and Server Tests
Handling of S/MIME signed or encrypted mail

o
°

°

°

o Encryption and Decryption with Ciphers

°

o

o Timestamp requests, generation and verification

COMMAND SUMMARY
The openssl program provides a rich variety of commands (command in the "SYNOPSIS" above). Each command can have many options and argumen
parameters, shown above as options and parameters

Detailed documentation and use cases for most standard subcommands are available (e.g., openssl-x509(1))

The list options -standard-commands, -digest-commands, and -cipher-commands output a list (one entry per 2) of the names of all standard
commands, message digest commands, or cipher commands, respectively, that are available

The list parameters -cipher-algorithms, -digest-algorithms, and -mac-algorithms list all ciphe ge digest, and message authentication code
names, one entry per line. Aliases are listed as:

from => to
The list parameter -public-key-algorithms lists all supported public key algorithms

The command no-XXX tests whether a command of the specified name is available. If no command named XXX exists, it returns © (success) and prints
otherwise it returns 1 and prints In both cases, the output goes to stdout and nothing is printed to stderr. Additional command line
arguments are always ignored. Since for each cipher there is a command of the same name, this provides an easy way for shell scripts to test for

Manual page openssl(issl) line 1 (press h for help or g to guit)




Screenshot19: (Return to text)

< parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

GNU nano 6 plain.txt
This is a new text file to be encrypted by different encryption algorithm

My Name is Hayden Eubanks.[]

Execute

Screenshot20: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

2 $ openssl enc -aes-128-cbc -e -in plain.txt -out aes128cbcCipher.bin \
-K  ©0112233445566778889aabbccddeeff \
-iv 9102030405060708
hex string is too short, padding with zero bytes to Lenith
: S




Screenshot21: (Return to text)

GNU nano 6.2

B\e"Lele’ CoveTe

K
v
hex string is too

889aabbccddeeff
hex string is too

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

Read 1 line ]

Execute
2 ify

aes128cbcCipher.b

tion
Go To Line

Il undo
3 Redo

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

: $ openssl enc -aes-128-cbc -e
00112233445566778889aabbccddeeff \
0102030405060708
short, padding with zero bytes to length

H $ nano aes128cbcCipher.bin

: $ openssl enc -aes-128-cfb -e

-iv 0102030405060708

short, padding with zero bytes to length

H $ nano aes128cfbCipher.bin

S

in plain.txt

-in platn.txt

-out aesi128cbcCipher.bin \

-out aes128cfbCipher.bin

-K

00112233445566778

24



Screenshot23: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

+ BleceHTn )ebess

B Help t Wl i Undo To Bracket
B Exit ile Replace s J y Go To Line 3 Redo D Where Was

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

: $ openssl enc -des3 -e -in plain.txt -out des3Cipher.bin \
-K  0011223344556677888%aabbccddeeff \
-iv 0102030405060708
hex string is too short, padding with zero bytes to length
$ $




Screenshot25: (Return to text)

eenesle

Help i B8 Where I
R Exit i Repla

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

*eeUY0 Veleusese

Read 2 lines

Undo
Redo

Set Mark

To Bracket
wh Wa
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Screenshot26: (Return to text)

Screenshot27: (Return to text)

-K  0011223344556677888%aabbccddeeff

Screenshots: Task 3

pic_original.bmp

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

S openssl enc

$

-aes-128-ecb -e -in pic_original.bmp

-out ECBPic.bmp \

27
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Screenshot28: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

opel enc -aes-128-ecb -e -in plc_original.bmp -out ECBPic.bmp \
aabbccddeeff
$ dd if=pic_original.bmp of=ECBPic.bmp bs=54 count=1 conv=notrunc

54 bytes copled, 0.000470642 5, 115 kB/s

Screenshot29: (Return to text)

ECBPic.bmp




Screenshot30: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

$ openssl enc -aes-128-cbc -e -in pic_original.bmp -out CBCPic.bmp \

-K  00112233445566778889aabbccddeeff

iv undefined
: $ openssl enc -aes-128- -e -in pic_original.bmp -out CBCPic.bmp \
-K  00112233445566778889aabbccddeeff \
iv 0102030405060708
hex string is too short, padding with zero bytes to length
: S

Screenshot31: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

original.bmp -out CBCPic.bmp

-in pic_original.bmp -out C

tring is too
CPic.bmp bs=54 count=1 conv
1+@ records in

A |




Screenshot32: (Return to text)

Screenshot33: (Return to text)

CBCPic.bmp

Hayden Photo Smaller.jpg
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Screenshot34: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

S openssl enc - bll-e -in HaydenPhotoSmaller.bmp -out HaydenPhotoECB.bmp \

Screenshot35: (Return to text)

HaydenPhotoECB.bmp
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Screenshot36: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

$ openssl enc -aes-128-cbc -e -in HaydenPhotoSmaller.bmp -out HaydenPhotoCBC.bmp \
abbccddeeff \
960708
padding with zero bytes to length
: $ dd if=HaydenPhotoSmaller.bmp of=HaydenPh 3C. b count=1 conv=notrunc

54 bytes copled, s, 119 kB/s

Screenshot37: (Return to text)

HaydenPhotoCBC.bmp
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Screenshot38: (Return to text)

Screenshots: Task 4

parallels@ubuntu-linux-22-04-desktop: ~fLabsetup/Files

B Write out & vhere
Read File @l Replace

paddingTestFile.txt *

Location 8 undo
To Line ji Redo

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

: $ openssl enc
K 00112233445566778889aabbccddeeff \
-iv 0102030405060708
hex string is too short, padding with zero bytes to 1cnilh
: $

aes

128-cbc

e

in paddingTestFile.txt

out CBCPadding.txt \

33



Screenshot40: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

: S openssl enc -aes-128-cbc -e -in paddingTestFile.txt -out CBCPadding.txt \
K 90112233445566778889aabbccddeeff \
-iv 0102030405060708
hex string is too short, padding with zero bytes to length
: $ openssl enc -aes-128-ecb -e -in paddingTestFile.txt -out ECBPadding.txt \

K 00112233445566778889aabbccddeeff \

Screenshot41: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

: $ openssl enc -aes-128-cbc -e -in paddingTestFile.txt -out CBCPadding.txt \
-K  00112233445566778889aabbccddeeff \
iv 0102030405060708
hex string is too short, padding with zero bytes to length
: $ openssl enc -aes-128-ecb -in paddingTestFile.txt -out ECBPadding.txt \
-K  60112233445566778889aabbccddeeff \
: $ openssl enc -aes-128-cfb -in paddingTestFile.txt -out CFBPadding.txt \
K 00112233445566778889aabbccddeeff \
-iv 0102030405060708
hex string is too short, padding with zero bytes to length
|




Screenshot42: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

2 $ openssl enc -aes-128-cbc -e paddingTestFile. out CBCPadding
00112233445566778889aabbccddeeff \
0102030405060708
hex string is too short, padding with zero bytes to length
s $ openssl enc -aes-128-ecb -e -in paddingTestFile. -out ECBPadding
00112233445566778889aabbccddeeff \
: $ openssl enc -aes-128-cfb -e -in paddingTestFile. -out CFBPadding.
00112233445566778889aabbccddeef f \
0102030405060708
hex string is short, padding with zero bytes to length
g $ openssl enc -aes-128-ofb -e -in paddingTestFile.txt -out OFBPadding

-K  00112233445566778889aabbccddeeff \
-iv 9102030405060708
hex string is too short, padding with zero bytes to leni(h

Screenshot43: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

12345" > f1.txt
123456789a" > f1.txt
0123456789abcdef” > f3.txt
123456789a" > f2.txt




Screenshot44: (Return to text)

string is too

string is , padding with ze

0801122334455 B89aabb
0102030405060708
string is short, p ing with zero bytes

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

S openssl enc -ae cbc -e -in fl.txt -out flEncrypted.txt

-in f2.txt -out f2En

in f3.txt -out f3En

Screenshot45: (Return to text)

parallels parallels
parallels parallels
parallels parallels
parallels parallels
parallels parallels
parallels parallels
parallels parallels 786

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

S L pe
f1.txt
f1Encrypted. txt
f2.txt
f2Encrypted. txt
f3.txt
f3Encrypted. txt

S
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Screenshot46: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~fLabsetup/Files

ad -in flEncrypted.txt -out flDecrypted.txt \

-d -nopad -in f2Encrypted.txt -out f2Decrypted.txt

-in f3Encrypted.txt -out f3De

Screenshot47: (Return to text)

™ parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

GNU nano 6.2 fiDecrypted.txt
12345

Write Out L g cut xecute Location
Wil Read File e Ul To Line




Screenshot48: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~fLabsetup/Files

Location

NE Help HWrite Out Where Is ~K]
B Exit Read File Replace Bl Paste y Go To Line

& Help B write out
&l Exit Bl Read File

~fLabsetup/Files

Bl Execute Location
B Justify Go To Line

ul
E}

Undo
Redo

Undo
do

LETS

To Bracket
Where Was
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Screenshot50: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

: $ hexdump f1Decrypted. txt
00000000 2 ob eb |12345 . .
00000010
2 $ hexdump -C f2Decrypted. txt
00000000 2 61 06 06 06 |123456789a...
00000010
: $ hexdump -C f3Decrypted.txt
38 39 61 65 66 |0123456789abcdef
10 10 10 g6id8 )
00000020

s $ xxd fiDecrypted.txt
00000000 : obob obob 6bob ebob 12345...........
: $ xxd f20ecrypted. txt
3738 0606 0606 0606 123456789a.....
3 $ xxd f3Decrypted.txt
00000000 : 3637 6162 6364 6566 ©123456789abcdef
00000010 1010 1010 1010 1610 SSauaen s s

) |
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Screenshots: Task 5

Screenshot51: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

s at least 1000 bytes long XXXXXXXXXXXX

XXXXXXXXXHXXX XX KKK XXXXKHXXXHXX KKK KXK KKK KKK KKK XXHEXK XXX XK XXX KX KKK XKK KKK KKK KK XHHXK KKK XXX XXX KX KKK KKK XXX KK KX KKK KK KKK XKH KKK X XKK KKK XXX KKK KKK KKK KKK KX KKK
XXX XX AKX XXX XK KX XH KX KKK XX XK XK KX XK XXX H KX KKK XK KK XXX XK KK XXX HEHHHHXK XX HHXH XXX KX XX XHHH KK EKXHHXHXHHH AKX HEXHXKXHXHXKXKKK
XXXXXXHXXXHXXXXXXXXXX XK XHXXKX KK XXKK XK KKK KKK XXKXXKK XK KK KKK KK XK KKK HXK KKK KX KKK XKK KKK KX KKK XHXKK XK XK XK KK XHKKKXHK KK XK XK KK XKAKEKE KKK KX KKK KKK KK XK KKK KAK KKK KKK
XOOXXOOONHXEXHCRHXRHXHEXHXXXHH XXX KXHX XX XXHXXXXHNKEXHIXHEHHXHHXXHEXHXKKXEXH KKK XKXHKXHHHHHKHCKHXXHKXHHKXXHEXHXRHXKXHHXXHHE XK XXX XHXHKHHIHHXH XXX XKXXKXXKXK
XXXXXXXXXXXXXKXXKKX KKK XXX KX AX KKK KK KKK KKK KKKK KX KKK XK KKK KKK KKK KK KKK KKK KKK KKK KKK AKX KKK KKK KKK KK XK KKK KA K KKK KKK KKK KKK XK KKK KK XK KKK KKK XK KKK KKK KKK KKK KKK KK
XXOOOOOXRHHHE XK XHXH I E XXX XX KHRH I EHXXXEXKKIHHE XX KK XX XK HHHHEHXHHE XX HHRHRHHXHXEHEKRHKXHRHKHHXHEXHXEXHRHXHEHEHEKIKHHXKRHHHXIHXEXXXKXKXKXHXKXK
XXXXXXXXXXXXXXXXKXXKXK XXX KKK KKK XK KX KX KKK KKK X XK KKK XXX XXX XXX KKK XXX XXX KK KX KX KKK XXX KK KX KKK KKK KKK KK KKK KKK KX XK KKK KKK XK KK KKK KKK KX KKX XK KX KKK KKK KKK KX KKK
OO XX XXX XXX KKK XK KKXH KKK KKK KK XHKHHEXX KKK XK XK XX XXHE XK XHHHHHXHKEHHHXEXK KK XK XK XXX XX KKK KK XHEHCHEXKKHHK IO KKK XKXK XK XKXRKEXXKKXK XK XK XXX
XXXXXXKXHHHXXKXXXXXKHXHXKKXHXXKXHXEXKKKXK KK XK XHXXHEXK KKK KKK KX KKK KK XKKK KKK KX KEXKHHXK KK XK KKK HXXKKKXHXKKKXKKKXKEXK KK XK KK XK EKEHEXK KK XK XK XK XK KKK KX KKK XKKKKK
OOOOOEOXXEXHXXRXXXHXHXHKHOXHXXXX XXX XK XK XXX XHEXHXXKHKKHHXXHXEXHXEXHXEHXKXXKKHHEXHKXXKXXKXXHCXHKXHXEXKHXEXHRXHXKHKXHHXKHKEXHXK KKK KX KXHXXHE XK KKK KKK KKKKK
XXXXXXXXKXHXXXRXEXKXK XXX KKAX KKK KK XK KK XK KKK X KKK XK KK KKK KKK KKK KK KKK KKK KKK KKK KKK XK KKK KKK EKK KK XK KKK KKK XK EKK KKK KKK XK KK XK KKK KK KK XK KKK AKX KKK KKK KX KKK KK KKKK
XXXXXXHXHXHXXHHCHXXKXHKXKXHKEXXHXEXX XK XK KKXKEHXHKIHHKEKRHEHEHEHEKKXHXKXHEKXHKEXEHEXHHHEHXHEHEHXKHXHKXHKEHXHKEKXXHKE XK KKXKKKXKEHEHEXK XA IHEKRKEXKKK XK KK XKEKKK
XXXXXXXXXXXXXXXXXXXXXXKX XXX KKK KKK XXX KKK KK XXX XK XXX KKK KKK X KKK XXX KKK AKX KK XXX KKK XXX KKK KKK KKK KKK KKK KKK KKK KKK XK KX KKK AKX KKK KKK KKK X KKK KKK KKK KKK KX KKK
XXX XXX KKK XK XK XXX XK KX KX HXX XX XHXH KKK KX HXEHXH KK XX KKK KHHXHAXH KKK KKK HHX KK HHCHHEXHXHXHXHXHK XK EXXKKXXXKXKKKNK
XXXXXXHXXKXHXXXXXXXXXK KKK KA XK XK KKK KKK KKK XK KK AKKX KKK KKK AKX KX KKK KX KKK KKK KX KKK KKK KKK KKK XK XHLKXXKXK KKK KX KK KKKKXK KKK KKK XK KKK KKK KKK XK KK AKX KKK XXX KKK KK KKK KKK
XXX XHXHXRXKXHXHXKXHKXXHHRHHXHEXHXHXHXXHXHEHHX XXX HHXHXEXKEXHOHXHXHXHXHXHXXHEXHHXKKXHRHXHKKXXHEXHCHHEXHXXXHHOOKXEXHXEXHXK XX XXX XKEXXKXXKXXKXXKKK
XXXXXXXXXRKXXXKXKXKX KKK KKK KX KXKXKKK KKK KX KK AKX KX KKK KK XK KKK KKK KKK KKK XK KK X KKK HK KX KX KX KK KKK K KKK H KKK KK KKK KKK KX KKK X KKK AKX KKEK KKK KK KK KK KKK KKK KKK KKK KX KKK KK
XXOCXXXXXXHXHRHCXCHKXHXHHXHXXXXKXE XX HHXK KX KK XX HXHXKXH XK XXX XX XK K XXX HXXHXXHHHHXKXHXHEHXCHXXKXHXHOHXCHEXXXHXH KK EHXXHEXKXHXKKHEHK XXX IKXKXKXKXKNK
XXXXXXXXXXKXHXAKXKXXKXXHKEXKKX KKK KKK KKK XXX KKK XXX XXX KX XK KKK KX KKK KL KKK KKK KKK KKK KKK K KKK KKK KKK X KKK KKK KKK KX KA KKK KKK KKK XKHE XK KX KK KKK KKK XX KK XK XXX KKK KKK KKK
XOOOOOOXXEXHXCRHXXXHXXXEXEXHXXKXXXXHXHXXXHXXXHCEXXEXKX KKK XHXXXXHXXXHXXXHXXXXKXHKHKCXHXKXHXXEXKXXHXKHXXXHKXHXXXHXXXHX KKK XHXEXHXXXXXXXHXXXHXEXKX XXX XK XXX
XXXXXXXXKXHXXXXXXXXKK KKK KX KKK KK XK KKK KKK XK KHEHK XK XK XK KK KKK LXK KK KKK KKK KKK KK HKKK AKX KX KKK KK LXK KKK KKK KK AKX KKK K XK KK XK KK XKKKEKKX KKK KKK KA KKK KKK KK XK KK KKK KKK
XXX XHXXXHXHCXHXEXXEXXXKHHKXHXXHXEXHXKXHHEXHXXKKXHHKHXK KKK KXHKXHKEHXKKHHXHHEX XX HXKKHHXXKXKKX XK KHHHKEXK KKK KHHXHHXHK KKK KX XK KX KHHHXKEXKK KKK KKK KXKXK
XXXXXKKXXXXXXXKXXX KKK XK KK XX EXXXKXK KK XK KKK KKK AKX K KKK KX KKK KK XK KKK KKK KKK XK AKX KEXKK KKK KK XK KKK KXEK KX KKK KK X KKK KKK KKK KKK KK XK KX EKE XK XK XK R KX KKK KKK KKK KK XK KK KX
XOOOOCXXXRXXHXXXKXXXKXXXKXHHHXXXKXK KK XK KK XXX XHEXK XX KX KKK EXKKKXKXKXKKKXK KKK XK KHXKEHKEKEXK XX KKK KKK EKAXEK KKK XK KKK EHAXEXK XXX KKK KX KKK XXX KKK KKKK
XXXXXXXXHXHXXKXXXXXKKXHXXK XXX KXXXXXKE XK KK XXX KXKA XK XK KKK KXHE KX KKK KKK XK KKK XX KKK XE KK XK XXX HXXAKKXKXK KK XXX KXKEXK KKK KKK XKAKXKEXK KKK KKK XK XHE XXX KKK XK XK KKK
OOOOXXXXXHXXXHXXXXXXXKXXHXEXHXXXHXXK XK XXHXXXHXKXHKKXKXHKEXKXXHXKHHXHXKXXHKKXHKKXHXXKK XXX XKEXHK XX KX XXX KHKX KX XHXEXHKXHX KKK XHKXXHKEXKXXKK KKK XXX KKK X KKK KKK KKK XKXK

X XXXXXXXXKXKXXKKHXEXK XK KKK KKK KHXXHKEKK XK KKK KX KK XKEKX XK XK KKK KKK XK KK KKK KX KKK XKKKKK
XXXXXXXXHXXXXHXKXEHXXKXHXXKXX XXX XXX XK XK XK XK XHEKEXEHKKKXHKEHXHKEXX KK KKK AKX KKK X EXEXK XXX KKK XE XXX KKK XK XXX KK XK KK XK KK XK KKE KKK XK XK XHKAKKKE XXX KKK KK AKX KKK
XXXXXXXXXKXXXXXXXXKKXKXKAXKXXXK KKK KKK KK XX KK AKX KKK KK XK KKK KKK A KKK KKK KK XK AKX KKK KKK XK KK XK KK XK KKK KKK KKK KK XK KKK KKK KKK XK KK KKK K AKX KKK KKK KKK KK KX KKK KK XK KK XK KK KX
XXX XXX XHXH KKK XX HE XX HXHKHXHEXXKHNHXH XK HEHXEHKXXKHXHHRHXE XXX XXX XK XHEH XXX HKHKXHKHCHXHCHEHXXKHHHXHXEKXXKX LXK XKXHXHEHXXHXEXXKKXHXKXHAKKK
XXX XKXHXXHXHXXXXKXHXKKXKXKXXKXXKL XK KHKXKXKXHE XK XEXKXHKXKXHKEHEXE XK KKXK XK XXX XHHLX KKK XK EHKEHXKEXK XK XK KKXKXKXXK XK KKX KKK XKEKXKEXK KKK KHHA KKK A XXX KKK KKK KKK KK
XXXXXXXXXXKXXXXXXXKKXXXHXXXHKEXK XXX KXXXKHEXXK XXX XK XXX KX KKK XXX XKL XXX KKK XXX KK X XK XX KXK XX KX KKE KKK XHKEXK KKK XXX KK KKK X KKK XXX KKK KK KX KKK XXX KKK KKK XXKKK
XXXXXXKXXXKXXHXXXEXXKK XXX KHXXXKXKKE XK XXX KXHE XL KK XK KK XK KKK XK KK KKK KX X KX K KKK KKK KKXK KK KKK XK XK XK XK KK AKX KKK KKK KK XXX K KX KK XK XK KKK KKK KKK KKK KX KKK XK KKKK
XXXHXXXKXXHXRX XXX XXKXXXE XK KKK HKKK KX KX XHKXXKXKHKEXKEXKE XK XXX KKK XK KKK KKK HKXHHE KKK X KK KKK LXK X KKK KKK X KKK KKK KKK KK KKK XK XX KX XK KKK LXK X KKK KKK KKK KKK KK KKK
XXXXXXXXXXXXXXXKXKKKXK XK XK KKK KKK KKK XK KK XK KK EX KX KKK XK KKK KKK KKK KKK KKK XK KK KKK KKK KX KKK XK KK XK E KKK KKK XK KK XK KKK KKK KK KHK KK XK AKX XK KX KX KA KKK AKX KKK KKK KKK KKK KKK
XXX XXX XXX KK XXX XHRHX KK XHNHXH I XXX XX XHAXH KX XK HHHRH KKK EHXXXXKKHHHKHHXHHRHXHHHXEXXHXEHXHHXCXHRHEKIHEXXXKXHXKXKAKNK
XXXXXXXXKXHXEHXXHXXXXKKXHKKXHKEHKXKKKKXK XXX XXX KKXKXKKHEH XX XXX EXHXK XK XXX EHX KK XK XK XK XHEHEKKHHXKXKKKX XXX KK XK KK XK XKAKEHEKEXK KX KKK XXX KX XXX KX KKK XK XKKK
XXXXXXEXXXXKXXXXXXXXKXKKE XXX XKXKHKKKKX XXX XXKXX XXX XXX XXX KKK KK KKK KKK KKK KKK X KKK KKK XKKKHK XXX KKK KKK KKK KKK K KKK KKK XXX XKL XK KX KKK X KKK KX KKK XK XX KKK KKK KKK
XXXXXXKXXXXHXXXHKEXKXK XK KK XK KKK KEXK KK XK KK XK RHXKEXKXKKKKHXK XK XXX KK KK KKXK XX KK KKK EXK K KKK KKK EXEXKXK XK XKXK XXX KEXKKKXK XK XK KKK KK XK XK AKX KX KKK KX KKK KKK KXK KKK
XXX XXXHXXHXXXXXXXKXKXKXHEXXXEXX XK XK KK XXX XEXK XK KKK X KKK KX XK XXX KEXKHEXK KK XK XK XHXIX XK XK XK KKK EKXKEXX KK XK XHXHKEHAHEXK KX KKK XXX K KKK KKK XK XK XKXK
XXXXXXKXKXKEKX XXX XKKXKXKX KKK KKEKK XK XK KK X KKK XX KK XX XKXK XK XX KKK KX KKK XK AKX KK KKK HKK KK KK XK XK LK LK KKK XK XXX KK XK KXKXKXK XK XK KX KKK KKK KKK AKX XK KKK KKK KKK XK KKKK
XXXXXXKXKXHKXHXXHXKHEXKXHKHXHKEHRKEHIXK XK XX KHEKXEXEXEX KKK EKKHEHEXKXHHH XK EKEHKHKKKHK XK XK HHEHEHHHKXKXKKHXKEHEKEXKXHHHHHIKKHEHEXKHKXKRHK LXK XEXKX KKK XK XK XKKK
XOOOOOEXXHHXHXRHXXXXHKHXHXXHXHXXXHEXHXHXHEKXHXEXXHHXHXH KX KX HEXHXKXHXHXHEHXEHKXHHHXHXHEICHXEHHXHXKXHXHXXHXHEXKXE XK KK XX HEXKHHXHXHEHXHE XX XK XK XKXKXKKK

g¢ Help BE Write Out g Where Is B Cut al Execute Y Location M Undo Set Mark To Bracket
oy Exit M Read File Replace aY Paste 8 Justify W Go To Line M Redo Copy Where Was

Screenshot52: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

$ nano longTextFile.txt
: $ 11 long*
TW-rW-r 1 parallels parallels 14454 Sep 22 12:03 longTextFile.txt
H S




Screenshot53: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

] -in longTextFile.txt - longEncryption. txt \
00112233445566778889aabbccddeef f
a1 30405 708
too short, padding with zero bytes to lengt
1 S L enc -aes- -e -in longTextFile.txt -out longEncryptionCFB.txt \

-K 112233445566 laabbccddeeff \
i 203040506076
ort, padding with zero bytes to lengtl

e1

H S opel -aes- . - -in longTextFile.txt -out longEncr
00112233445566778889aal deeff \
0162030405060708

string is short, padding with zero bytes to length

: § openssl -aes- ecb -e -in longTextFile.txt -out longEncr
001122
5

Screenshot54: (Return to text)

/home/parallels/Labsetup/Files/longEncryptionCBC.txt * - Bless - &8 X

File Edit View Search Tools Help
sPE A

longEncryptionCBC.txt* ¥

Signed Bbit: 64

Unsigned8bit: 192 = Unsigned 32bit: 322260 Decimal:
signed 16 bit:  -16363 Float 32bit:  -2.329244 octal: 025 022 12
Unsigned 16 bit: 4917 Float 79087 Binary: 1
Show little endian decoding Show unsigned as hexadecimal ASCII Text:

Offset: 56 /14463 Selection: None INS



Screenshot55: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

ongEncryptionCBC.txt -out longDEcr
44556677888
040506070
, padding with
ryption g ptionCFB. txt

061122334455667 78889
616263640506070¢
string is short, padding with zero bytes

: in longEn .
66778889aabbccdde:

hex string is
-in lon

Screenshot56: (Return to text)

m parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

GNU nano 6.2 longDEcryptionCBC. txt

This File is at least 1000 bytes long XXXXXXXXXX}#KeFZDOeZ ©7rXXXXXXXSXXXXXXXXXXXXXXXXXXXXXXXXXXXXX XXX XXX X XXX XXX XXX K KXX XXX KKKKXKXKK XXX XXX KXKKXX XXX KX

XXXXXXXXXXXXXXXXXXXX XXX KKK AKX XXX KKK KKK XK K AKX AKX KKK KKK KKK KKK XXX KK KKK KKK KA KKK KKK KK AKX KKK KKK KKK KK AKX KKK KKK KKK K KKK KKK KK AKX XK K KKK KKK KK KK KKK XA KK XKK
XXXXXXXXXXXXXKKXKEKXXXXKEKK KKK XA XXX KKK XXX KK HKK KA KX KK KAK KKK KKEKXHHK KKK K AKX AKX KKK KKK KKK KAKKEK KKK XXX KKK KK AKX AKX KKK KKK KXK KKK KK AKX XK KKHK KKK KX XK KNKK
XAXXXKXXXXKXXKXXKXX > XXXXXXKXKXKEXXXXKKEKKHKK KKK KHK KKK XXKKKEKKXKKKHKHHKK KKK KEKKXHK XXX KHEKKEKKXEKKEKKHHKKEKKKE XXX KKK KX EK KKK KKKKKHKKXKKKRKKK
XXXKXKXXXKXXXKKEK XXX XXX K AKX KEKXXKKKEK KKK XX XEK KKK XEK KKK XXX KKK KAKK XK HEKKXKKHEKHHKKXEK KKK HEKXXK KKK KEKKKHK XXX KKK HEKX AKX KA KKK KKAK KKK KKK KXAKKKK
XXXXXKXXEXKXXXXEKXXKKXKK KKK XKKKXKK XK KEKXXKKKEKK XK KXEKKXEKHEK KKK XEKKEKKHEKXEK KX K XK XXX XXX KHHKXEKKRHHXEK KKK KXEKKHEKHEKKXKKXEKKEK KKK KIK KKK KXK KKK
XXXXXXXXXXXXKXXXXXXAXXKXKK KK AKX KKK KK KKK KX AKX KKK KKK AK KKK KKK KKK KKK AKX KKK KA KKK KKK KKK KK KKK KK KKK KK AK KKK KKK KKK KKK AKX KKK KA KKK KKK KA KKK AKX KKK KKK AKX KXKKKK
XXXXXXXXXXXXEXXKXXKXEXXK KKK AKX KXK KKK KKK KKK KKK KKK KKK XXX KKK KX KKK KKK XK KKK KX AKX KKK XXX KKK KK AKX KKK KA KKK KKK AKX KKK KKK XK KK KKK AKX KK KA KKK KK KKK AKX KKK KKK XK XK KKK KK

XXXXXXHXKHXXHKXKHKKXEXXKKX XXX KK EXXKXHHXHKHHXKXXKXKEKHEKXHXKEXHKKXHKK KKK KX XHK KX KK KHXKX XK K EHHKKHKHXHHKEXHKXXKKX KKK XX KKK XK KKK KKK KEXXHKEKH KKK XK EXXKKKK KKK KKK KKK
XXXOXXXXXXXXXXKXHXXXXXXXHCCXXKXXXHXXHKEXXHXEXXHXHX KKK KKK XXKHXKHHXXKKXKHXXHXHKEEXHHXKHCKHHE XXX KX XXHEXXKKX XXX XXHXAX KX XXHKL XXX KKK XXX KKK XK KKK KKK XKXKKX

XXXHXXXHHHXHXHXEXKXXXKHHXHHXEXHXHXXHXHKHHHXHKEXHHXXHHKXHKXXH KKK HXHKXHHHXHHXHXKXXK I HHKHHXKXKH KX KKK HXKHXEXHHEXXHEXHHEHHHE KKK EXK KKK XK KKK XXKHKXXKKXKK XK
HXXXKXXXXXXXKXXXKXXXHHX KKK XXX XXKAXXHKX KKK XXHKEXKHLXKHAXXHXX KK XX KHXKKHX KKK XX KK XXX KKK KX KKK XKHXX XXX KEX KKK KXKKXXKKXKHKKEX KK XX KEXK KKK KKK XK KX KKK XXHXXKK

XXRXXKXXKXXKKXXXKKXX KX KKK XXX EXX KKK KKK XX KEXXKK KKK XK EXKK XXX KX KKK KK KKK XK KX KKK KKK KK XK X KKK KKK KX KK KX KKK XK K XXX LXK KX KKK KX KKK KKK KKK XXX KKK KKK KKK XX KKKKK
XXXXXXXXXXXKXKXXXK XXX KKK KKK XXX XXX KKK KK KEX KKK KKK XXX KX KKK KKK KKK KK X KKK XK XXX KKK KKK KKK LXK KKK KKK KK XXX KKK KKK KX KKK KKK KK XK XX KKKX
XXXXXXXXXEXXHXKEXHXEXXKE XK KEKXEXKKEXKH KX KKK KKKEKHKE XXX XKH KKK LK KKK KK XXX KX KKK KKK KKK KKK KKK KKK XX KE KKK KKK KK KKK KX KKKX

XXXXXXXXKXXXXXXX

XXXXXXKKXXXXXXXXXXXKXKXXKXNKK

XXXXXXXXXXKXXXXXXXXXAXXKKKX KKK KKK KKK KKK XXX KK KKK AKX KKK KX KKK KKK KA KKK KKK AKX KKK KKK KKK KKK KKK KKK KK KKK KK XK AK KK KKK XK KKK KKK KKK AKX XK KK KKK KK KK KKK KKK KKK KA KKK

XXOHEXXHXHHEH XK HHHXEH XK XX XK XX KKK XX KKK E XK KK KKK K XK KX HH KK HK XK XXX XK XK KK HXEK XK KKK EH KKK KEH XK XK XEK XK XX IHHEKXHXE K XK KKK E XXX XK KKK EK XK XK KEKEHXKKEKXXK KKK

XXRXEXRKXKKEK KK KK XEK XK KK KA XK XK KR XK HHKEKEK XK KKK EH XK XHKEKHK XK XK XK HHKEHHHKHKEK XK KK KKK XK XK KKK KK KK KEXXK KKK EH AKX XK KKK XK KKK EXEK XK KKK KK XK XKKEK XK KKK EKAK KKK

XXXXHXEXXKXKKEKAKKEXEK XK XKKE KKK XKKEK KK KK KK KX XK HEHKEKXKXKKEK KKK KK EK XK KK KEKEHHHKEKXK XK KKK XK XK KEKEKKKXKKEK XK KK KL XK KK KKK LK XKKX KX KK KKK XX KK KKKEK KKK KKAKKK
XXXXXXXXXXKXXXXX XXX

XXXXXXXKXXKXKXXX KKK KKK XX XK KX KKK AKX XKXKKK

XHXXXKXKXKKRKXKKK XXX XK KK KKK XK XK KEKRK KK KKK XK XHHKKEHXKXKKRHHHKKKEK XK KK KKK XK KKHKH XK KK KKK XK XKKEK XK XK KKK XK XK KKK EK XK XK KX KKK KKK XK XK KK KKK XK XK KKK KKK KKK KXKKKK

XHXXXRHXHXEKEHKKXKE X XK XXX KK XX XXX XK KKK KX XX XK KKK R KKK XHHRHHHHXHH XK XK KK KK HH XK XK XK KKK XK XHHEK KK XK XK XK RH KKK EKXE KX KKK EXEK XK KK KKK XK XK KKK XK KKK EKXKXKK

XXXEXXXRKXKKEKAKXKXKKK

XXX EXXHKEK XK XK KEKXKXHKEK XK XK XXX KK KEHK XK XK HEK KK XKHK KX XK KEKEKEK XXX XK HHKEKXKXKKEK I XK XK XK XK KKKXK XK KK KKK XK XHKKK KK KKKEKXKKKK

XXXXXXXXXXXXXX > XXXXXXXXXXXXXKXXXKKX
XXXXXXXXXXKXXXX. 3 X 3 X > 3 (XX XX CXOOEXXHXXXXXKXXKXXXKXXK
XHRNHHENHHHCHXHHRNHHK KX KX H A HXHHRHHHX XK XXX XK KKK X X HHNEXHH KX XXX XXHXHX XK KX KX NHHXH K XX XXX XXX K XX HHEXKX XXX KK XXHKKKXK

R Help [ write out B where Is & cut B execute Location B set Mark To Bracket
& Exit Wil Read File @l Replace Al Paste & Justify Go To Line 8 copy Where Was




Screenshot57: (Return to text)
parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

OOCOOEEXX XXX XXX XXX XXX KXXXHXKXXXXHX KKK XX XXX HHKKX KKK XK X XXX KK
[XOOOOOENOOEXXXHXHOOEXNXHXHXCEXXXHXXHCOOOOEXXHXHXHXXXXXXXHCXXHXHXHXHCXXHXHXHHXXHXHHCXXHXHXHXXXXXXXXXKXXXXX.
XXXXXXXXXKXKXXKXXXXKXXKXX KX XK KKK KK KKK KKK XX KK KKK KL KKK KKK KK KKK KKK KX KKK KKK KKK KKK KKK KKK KKK K XK KKK KK XXX KKK KKK KKK KKK KX KKK KK KKK KKK KX KKK KKK KKK KKK KKK KKK KKK
XORXXXXHXXXXXXHXHXKXXXXXXHXHKKKXXXHXKKXEXXHXHKK KKK KXKKK KKK KX KKKKEHHHXKKHKEKHHXHKKEXKHHKHKHXXHKXHXKEKXHXK KKK KHHXK KKK KX XKKK XXXXXXXXXKXXXXXXKXXKE XXX KKK XXX XKKXKXK
DOOEXXXXXCEXXHHXHXCXXAXHNHHHXKXXHHKHOONH KX XEXKHHHHK XX KKK XHKXXKHKKHXHKHHXKEXKHHHOOEXXXKXXEXXHHHKX XX KHHKXKEXHHHHHEXXHKHHHXXXXHKHHKK XX KKK K EEXXK KKK KX KK HXKKX KKK
DOCEXXXXXXXXXXXXXXXXKXHXHXXKXXXKXXKXXXK KX XX XKXHXX XXX XHKHHXXKXXXHXKKX KKK XXX XX XKHHKXEXXXKHXKX XXX KK XXX KXHXHX KKK KKK XK XX KKK XK XX KHXHXXK XXX KKK XXX KKK XXX KKK X KKK
OOEOOEXXEXXHXHERRHXHXHHERXHHXXXHXXHHXXHHXHXHXHH KX XXXHHEKXHXHKXHX KK X XK K HHHHXHOOKHHHEHXHHXHHHHHRHXHXHXHHXHHXHHHH K XXX X HXKHHHXXKEX XXX XKXXKXKKXKX XXX KKK KK
XXXXXXXXXXXXXHXKXXKXXXKHXKXXEXXXXKKKKXXXXHXKXXXXKK KKK XXX KKK KE XXX KKK XK XXX KX XXX KKK XX KKK KKK XXX XK KKK XKXXH XXX KKK KKK XXX KKK KKK KKK XXX KKK KK XXX KKK XX KKK KKK
XOOEXXOEHXHNHHHHOOKHHOEEXHNHHHOEXKHKHOOXHKHHHOEXNKHHHEXXHNHXHHOXKXHHKHH XX HHCXKXHXHXX KKK KKK XXHXHHHHXXXHXXHHXHKHHKKXXXHXKXKEXKXHHXEXXXXKKXEXK
DOOEXXXXXXXXXXHXXXXXXKHXHXHHX XXX XX XXKK KA XXX KKK KXK XX KK HKKXKXXKHKHXKXKKHHXXXKXKHHXXXXXXHHHKXXKHKHKK XXX KKK KX XK XXX KX KX KKHKXKXKKHHKXXXXK KKK XXX KKK X KKK KK KK XKKX
XOOOOOEEXOOOOEEXHNOOEXHHENXHHEEXXHNH AR NHNEHKOOOERXNHH XXX HEHXXXHH XXX XK XHXH XXX XX XXX X KXXX XXX KKK HXXK
DOOOOEEXXXXXXXXXXX XXX XXX XXXHXKXXXXHX KKK XXXXKHXKX XXX KNEXXHHXKKXKXXHXHXHXKXXHHKHK KK XXX HHKEXHHKHK XXX XHHHXKEXXHKHX KKK XX XXX XXX KK KXXXXXXKK XXX XXX KX XXX KK KKK
DOOEOOOOOEXXXHXHXCXHKOEXXXXHOOEOOEXXHNHHOEXKHXXHEXXXXHHEKHKHXHXECKXHXHOEXXHHKHOOEXHXHXHHXRXXHHHXHXHXHHXEXXXHXHXCEXXHHXHEXXXHXHXHXKXXXXHXHXXEXXXXHXKXXXXK
XXXXXXXXXXXXXXXXXKXXXX KKK XXX XXX XK KKK KKK KK KKK KKK XX KKKKKK XK KKK XK AKX KKK KK KKK KKK KKK KKK KKK KKK XK KKK KKK KKK KKK KKK KKK XXX KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK
XXX XKHXXHHXHXXKXXHHXHOXHXX KKK X KHXHXHXHHRHXXHHHHOERXHHXHX KK XHHXHXHHENKXHHHXHXXHHXHXXXHHXHXXXKXHXHHXXKXX KKK KKXX KKK
OOEXXXXXXRXXXHHCCXXHXHHHCRXXXHHXXHXXXKXEXXHHXXKXXKHHHXKXHHXHXHKXEXXHXHHXXXXXHHHXXHHHXEXXXHXHXXXXKHHKXKEXHHHHXEXXXHXHHEKXXHXH KX XXX KKK XXX XX HKX LXK KKK XKKXK
DOOXXXXXXXXXXXXXXXXXXXHXXXKXXXKXKXXXXXXK XXX XXKHXHXK XXX KXKX XXX KKK XKXXKHXHXKKXXHHXHX XXX KKHXKXXXXHXKXXXKXKHXXXXXKHXKXXXXXKKKXXXXXHXHXXK XXX KKK XX KK KKX XXX KX KKX KKK
OOEOEXXXXXXXHXHX XXX XXX XXHKXXXHXXKXEXXXHXKXHXX KKK KEXXXHKKKEXXHKKXKXKHHHH KKK XXXHHKHX XXX HHKXXHHXHXHXKXKKXXHHHXHHHXKEXKHHKX KKK XXHXH KKK XXX KKK XXX KK KKK XXX KKK
OOEOXXXXXXXXXXHXXXXXXXKX KKK XXX XXX XXX XXX XXX XXX KK KX XX XKX KK
OOEXXXHXXCRAHHXHH XX KHXKHKHIOOERXHXHHXHXHXHOEXKHHHHEXXXHHHH XXX HHOOOXHHXXKXHXHHHHKXNKKHXKXXHNHHHX KKK HXKEXHHXHHHEXXHXHH KKK HHEXXXKHXKXXKHXKHXKXX XXX XXXK
XXXXXXXXXKXAXXKXXX XXX XXX XXX KKK X XXX XKKXXXK XXXXXXXXXXKXXXKHKHXXX XXX XXX XX KKK XXX XXX XXX XKLL XXX KKK XXX KKK KX KKK XXX KX KX KK
XHCRXHHHXHHHXXHXHHHEKNHHHCKXX KKK HNHHHHCHRHHHHHHNHHXHNHHKXHHHHEXXHHXHHKKXHXXHHXKHXHHHHHHX XK X KX X XHHH XXX XXX KKK KX XHXKK
DOOEOXXXXXXXX XXX X XXX HXXXXXXHXHXCXXHHXHKXEXXXHHX XXX HXKXXHHXHHXKXXHXHHCKKXHXKXEXXHHHXKXXHHXHK XXX XHHXHXKEXXXK KKK XX XXX XXXKHHXX XXX KKK XXKHKKX LXK XK KKKKXK
XXX XXXXIOEXXHXHKHXKXXHXXHKEXXHXHXHHEAXKXHX KKK KXKXKX KKK KK KKXKK
XXXXXXXXXKXXXXXXXKXK XXX KKK KKK KKK XXX KKK KA KKK KKK KKK KKK KK XX KKK KKK XX KKK KKK X KKK KKK XX KKK KKK KKK KKK KKK KKK K KX KKK KKK XX KKK KK KKK KKK KKK KKK KKK KKK KKK KKK KKK KK KKK
[XOCEXXXXRANXHHHXOEXNHHOOERNHNHXHHOENNHXIOOEKXHHHEXHXH XN XHXXHEXNNHKOEXHXEEXHXHHOKHHHHNHKHXHXHHOENHXHXHHEXXHHXHEHXXHHXEEXXHXHHXKX XXX HXKKKXK
OOEXXXXXXXXXXHXHXXXXKHHXXXXXXHXHXKXXHHKHK XXX XK KKK XXX KKXKXXHHXHKKEKXXHHHHXXXKHHHEXXXHXHHX KX XXX K KXKHXHHXK XX KKK XEXXXHHKXXXKHHK LXK KKK KKK KKK KKK KX KKK KKK KKK
DOOEXXXXHENHXHXHHXXXHOOEKX XX KX XXX XXXHHEXXX XXX K EXXHXHKHEXKHXXHKNKHHHOOXK KKK XX KHXHXHEXHKHXX KX XHHXHHHEXXXX XXX EXXX KK XXX XX XKKKEX KKK KN KKK
XOOEXXXXXXXXXHX XXX XXXXXXXEXXKKHXXKXXKHKKEXXH KKK KKXXXHKKKXXHKKKXKXKHHHK KKK HXHXHHKEXKHHHXEXHHHXHXKXXHXHK KX KX HHHKEXKXHK KKK XXX KKK XXX KKK KK XXX KK KKK XXX KKK
XOOOOOENXEEXXNHNHXEXXHXHXHXEXXXHHXKXKHXXHOXHXXIOOXHXHXHXXHNHXXKXXXHXHKHXXXHHXHXXHXXHXHHXKIKXHHHXHXXHXHHHXHEXXHHHXKKHHXHXHKXKXXHXHXHXKXXXXHXKKXXKXKX KKK
OOEXOXXOOEXHHXHXHXXXXXHXHHOEKXHXHXHHXXHXHCEXXXNHHH XX XXHHHCEXXXHHHCXKXHHHK KX HXHXHHHCCHXKHXHHXHEXHKHHXHCKXXKKHHHCEXXXHXHHCKX XXX KHXEXXXHXHHXK XX XXX KX K XX KKK KK XX XXX KKK
ROOOOOCXXXXXXXXX XXX XXXXKXXX XXX XXX XX KKK XX XXX XK XK KKKXXXXXKHXHXLKXXXHHHKX XXX KH KKK XXX KX KK XXXKHKAXE XX KKK X XXX XXX XXX KKK XXX KKK X XXX KK XXX KKK KKK KX KXKX
XOOOOXXHXXXAX XXX XX XXXHX KKK XX XK KK XXHHX KKK HHHHHKHK XX XHHKXKHHHHH KK KAXKHHKKXXHH KKK XXX KHXEE XXX KKK KXXHHKKKEXXXHHHK XX KKK K EXXXK KKK KKK KKK XX XXX KXXX KKK KKK
OOOOOENOOEXXXXHXXXXXHXHXHXHXXXXXHXHXHXXKXHXXHXXXXXXHXHXHHKKXHXHXHHXKXXHXHXHHKXKXHHHXXHXHXKHHCHXXHKHHEEXHHXHHXEXXXHHXXXXHXHXHHXEXXXHXHXKXXXXHXHKXXXXXK KK KKK XXX X KX XXX KKXKXK
XOCXXXHXHXKEXXXXHKKKXKHHKH KKK KX KKK EXK KKK KKK KK KKK KKX KKK KK EKKHK KKK KKK KKK KXX KKK KK XKHKKK KX KK KKHKEHKKHXKKKEXKHXKKHHEXKKKKK KKK KKK XHHKK KKK K XXX KKK K KKK KKK KKKKK
XXXXXXXXXKXXXXXXXXXXX KX KK XXX KKK KXXX KKK KK XXX KKK KK XXX KKK KKK KKK KKK AX KKK KX XX KKK KK KKK KKK KK KKK KKK XXX KKK KX KKK KKK XXX KKK KK XXX KKK KX XXX KK XXX KKK KKK XK KKK K KKK
[OCEEXKOXHHHXNHOOOEXHNHHHONKIOEXHXHH XK IO NXHHRNHNHOOOEKHXHHEXHNHHHOKHHHONKHXHHOOENX XXX XXXXK XXX XX XXXKKXKXK
XXXXXXXXXXXXXXXXXXXKKK XXX XXX XXX XXKHK XK XK XXX KKK XX KK KKK KKK KKK KX XXX KKK XX XKKHK XK XXHKHKHX KX XX KKK KX KKK KKK XHHHXK XK KKK KKK XXX KKK KKK XXX KKK XXX KKK KKK KKK KX XXX
DOOEXXXXXHEXXXX XK XKXHXHXHOEKX XX KK EXXHXHXXXHHXKK KKK XXX K KKK HXHHXHHKXXHHHEKXKHHHCEXXK KX XXHXKKKEXKHX XXX XHXHHHEHXHKKKXKKX KKK KKK XXX KK KEXX KKK K KX XK KKKKKKXK
OOOOEXXXXXXXXHXXXXXXHHXXXXEXXKHHXXKKHHHXXKXXXX KX KK XXX KX KEX KKK XEXKXHHK KKK KHXHH KX KKK KHKXHHXKHEXXXXHHXEXXXKH KKK XXHK XXX XXX XK KKK XXX KK XXX KKK KKK KKK KKK
[XOOEXXXXHOOXHXHHXHXKXXHXHHHOEXXHNHHXKHHXEXXXHXHHXEXXHXHXHHXEXXXHXHXX XXX XXKXK
OOXXXXXAXXXXXHHXXXXXHKHXXEXXHXHHX XX XXHHH XXX XHXHHHK XXX HKX KKK XHXKK XXX XX KKXX

Write Out g Where Is B cut Execute Set Mark To Bracket
g Read File @ replace &Y Paste Justify Copy where Was

" parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

GNU nano 6.2 1ol EcryptionOFB. txt
This File is at least 1000 bytes Long XXXXXXXXXXXXXXXXXYXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXKKKXXXXXXXXXKKXXXXXXXXKKKKXXXXXXXKKKKXXXXXXXXKKKXXXXXXXKKX
XXX KK KKK XXX KKK KKK KX XX KKK KKK KK XX KKK KKK KKK A KKK KKK KKK KKK KKK KKK XXX KKK KKK KKK A KKK KKK KKK KKK KKK KKK XXX KKK KK KKK XXX KKK KKK XXX KKK KKK XKXXXXKKK
XRKKKKKRR AR XXX KKK XA A KKK KKK XXX KKK KKK KA KKK KKK KKK XK KKK KKK KKK AKX KK KKK KKXXKK KKK KKK XXX KKK KKK XNXKK KKK KKKXXXKKKKKKKKKXXX
XKKKKXKRXXRKKKKKKXKX AKX KKK KKK X KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KKK KK KKK KKK KX KK KKK KKK KKK KKKKKKXXK
XXXXXXXXXXXKKKXXXXKKK KKK X XXX KKK XXX XXX KKK KHHIXXK KKK KX KKK KKK KKHXXX KKK KKK KX XXX KKK KKK XXXXKKK
XXXXXXXXXKKKKKXXXXKAKK KKK IXXX KKK KKK KXX KKK KKK KKK KKK KKK XXXK KKK KK EXX KKK KKK XXX KKK KKK XXX
XRKKRXXXKKKKK KX XAK KKK KX XX XK KK KKK XXX KKK KKK XXX AKX KKK KKK X AKX KKK KKK XXX KKK KKK XXX KKK KKK XXX XK KK KKK XXX KK KKK KX XX KK KK KKK XX XXX KKK XXX XXKKKK
XRKXERXAX KKK XXXKK KKK KKK XXX KKK KK KKK XXX AKX KKK KX XXX KKK KKK KEX XXX KKK KKK IR XXX KKK KKK XXX KKK KKK KKK XXX KKK KKK KX XX KK KKK KKK XXX KKK KKK KXXXXX KK KKK KX XXKKKK
XRKXKRRXXAXK KKK KX XXA KKK KKK X RAK KK KKK XXX XK KKK KKK KX A XK KKK KKK A RN KKK KKK XX XK KKK KKK KX KKK KKK KKK KX N KK KKK KKK XK KKK KKK XXX KKK KK KKKXXXNK KKK KKKXXXXKKK
XXXXXXXXXXXKKKKKKXXXXKKKKKKKXXXXK KKK KKK XXX KKK KKK KXXXXXXXXXXXXX) KXXKXXKXXXXAKKKKKKXXK KKK KKKKKKX KX KKK KKK KKK XK KKKKXKX XXX KKKKKX
XRXKKXXXXXKKKKKKXXXXXXKKKKKXXXX KKK KKK > XXXXX KXXXXXXXXXKKKKXXXX XX KK KKK XXX KK KKKKKHXXXKKKKKKHHHXXXK KKK XX XXX KKK KKK XXXXKKK
XXXKXXXXXKKKKKKKXXXXKKKKKKKXXXKX) > > XXXXXXXXXKKKKKKXXXXK KKK HXX KKK KKK XXX KKK KKK XXX KKK KKKKXXX KKK KKK KKXXXXKKK
XXXKXXXXXXKKKKKXXXXXXKKX XXXXXXXXXXXKKKKXXXXXXXX X XKXXXXXXXKKKKKEIIXKK KKK KK XX XXX KKK KKKXXX KKK KKK XXX KK KKK XXXX KKK
XKXXXXXXXXXXKKKXXXXXX
XRKKKKRXXAKKKKKK KKK AK KKK KKK XXX KKK KKK XK KKK KKK KKK XXX K KKK KK KX XA KKK KKK XXX KKK KKK XXX KKK KKK XX KA KKK KKK XX XK KKK KKK XX AN KKK KKK XXXN KK KKK XKXXXXXKK
XRXXKKRXRXXK KKK KKK XXXKKKKK KX XAK KK KKK KKK XAK AKX KKK KX XX KKK KKK KX RN KKK KK KKK N XA KKK KKK KX KKK KKK KKKKXX KKK KK KKKKXX KKK KKKKKKXXX KK KKK KKKXXX XK KKK KKXXXXXKKK
XXKXXXXXXXKKKKKKXXXX XX KK KKK XXX KKK KX XXKK KKK KK XXK KKK KKK KXX KKK KKK KKK XXX KKK KKK KKK KKK KK XXX KKK KKK KKK KKK KKK KHXXX KKK KKK XXX KKK KKK KKXXXXKKK
XXXXXXXXXXXKKKXXXXXXXKX X XXXXXX) XXXKXXXXXKXKKKKXXXKK KK KKK XX XK KKK KKK KKK KKK KKK KKK KK KKKXX XK KKK KKK KXXX KKK KKK KHXXXK
XKKEHXXXXXKKKKKEI XXX KKK KKK XXX KKK KKK XXX KKK KKK XXX KKK KKK KKK XXX KKK KKK XXX KKK KKK XXX
XXXXKKKXXXX XXX KKK XXX KK KKKKXKXXX KKK KKK XX KKK KKKXXX KKK KKK XXXXK KKK KKK XX XK KKK KKKXXXX
XRKXKRXXAXK KKK KRR KKK KKK KX XXK KK KKK KKXXXAK KKK KKK XXX K KKK KKK XA A KKK KK KKKNXK KK KKK KEIX XA KKK KKK XXX KKK KKK XKXAX KK KKK XXX KK KK KKK XXX KK KKKKKXXXXKKK
XXKKKKXXXXKKKKKKKKXXXKK KKK KKK KKK KKK KKK XXX KK KKK KKK XK KKK KK KKK XX KKK KKK KKK KKK KKK KKK XK KK KKK KKK XK KK KKK KKKXX KKK KKK KKKXXX KKK KKK KKXXX KKK KKK XXX XXX KKK
XXXXXXXXXXXXXXXXXKXXXXX KKK KKKKXXXXKXXKIIEXIIIKXXXKXXKKKKKKKKK

X000 XXX XXX XX XXX XXX X
XXXXXXXXXXXXXXXKXXKKXXXKKX XXX KKK XK XX KKK KK KX XXX XXX KKK X KKK XX KX KKK KKK XX KX KKK KKK KL XXX KX KK XXX XXX KKK KKK KKK XK KX KKK KX KKK XX KKK XK KX KKK XXX KKK KX KKK XXX

XXX XXXXXXX XXX XXX XKXXXKHXXXKXX
XXXXXXXX KXXXXXXKXX X XX X XOOOOOOOOXAOOOOOEXHNHOOOOOOEXHX XXX XK XXHK XXX X
XAXXKXX X 3 (X XX 3 XOOO0OOOOOOOOEOOOOOOXOOOOONHXXI XXX XXX XXX X

"Gl g write out Where Is 5 §l] Execute &Y Location [§ undo To Bracket
& Exit il Read File Replace al Paste & Justify Go To Line 3 Redo here Was




Screenshot59: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

GNU_nano 6
Ihis File is at least 1000 bytes lon 00eSK+e\eET |\ STexxx
DOOCXXXXAXXX XXX XXXXHXHXAXXXHXHHXKXKHHXHXXKXHKHK XXX XXHHXX KKK EXXXHXHKX XXX HKKXKHKHXHXKX XXX KKK KX KX KK KKK XXX KHX XXX KKK

XOOOEOOXXXX XX XXX XXX XX XXX XX XXHXHXKXXXXHXHXK KX XX XHXK KX XX KHXHKKXXHHKKXEX XXX KX KKK XHXK KKK XKL XX KKK KKXKX.
DOOOXOOOOOEXHHCXXXXXHHOEXXXHKXXKXXXHXHXKXXXHXHHXKXXHKHXKXXXXKXHHXKXXKXXHXXXXXXKXK
XXXXXXXXXKXXXXXEXXXX XXX XXX KKK XXX KKK XXX KKK KK XX KKK KKK KKK E XXX KKK XXX KKK KX XK KKK KX XXX KKK XXX KK KKK KK KKK KX KKK KKK XXX KKK KKK X KKK XXX KKK KK KX

XXXXXXHXHXKXXXXHXXXKXXXXXK
XXXXXXXAXXXXKHXXXXXKHXXAXKKHKKX XXX KKK XXX KKHEXX KKK XXX KKK KX XXX KKK XXX KKK
XOOOOOOOOOOOOOOOOKHNHXXHXXXXXXHXKOXHHXHXXXXXXHEXXXXXX

XXX KX KK I XXX KX KHHXHEHXH KKK XX KK XX KKK XXX XX RHRH KKK HHXH KX KKK HXX XK EXXHKEKHKXHEHKH KX KKXHXK XX XKXK
XXXXXXXXKRXXXXXXXX XK KKK KA KKK XK XK KKK KKK XKKXKHK XK KKK KKK KKLK LXK KK KKK KKK KKK KKK KKK XK KK KKK KKK KKK XK XK KKK KAK LXK KK XK KK XK KK XKKXK XK XK XK KKK KA KKK KKK KK KKK KKK K KKK
XXXXHXXXHXHEHEHEHEXHXHK KKK XXX KKHKK KK XX XKEHHKEKEXEXK KX KKK E XK KK XK KK KKK XK KHKE KKK KKK KKK
XXXXXXXXXXXXXXXXN x x (XX XX > x > KXXXXXKXEXKXKXKXXXKX KKK KKK KK XK XXX K LK XX KKK XK KKK LXK KKK KKK XK KKK

XXXXXXXXXXX

XXXXXXXXXKXXXXXEXXXXHXHKEXXXKHXKXKHXHX XXX XK KKK KX HKKKXXHXHXHEXKHXHKXXXXXKK KK XXKHXHKKKX KKK KX KX XHXHXKEK XXX KKXK XK KKK XXX XK KKK AXXXKK XXX KKK K XXX KKK KK XXX XK KKKKK
XOOOEXXXXXXXXXXXXXXXHXHXKEXXXHHXKXXHXHXHX XXX XXX KXXHHXKXXKHHXHHXEXXXXHXKKKXXXHXKXXXXHXHKHXXEXXHX XX KXXHHXKXKXXHHKEXXHHKHXKKEXXXHXKXKXXHHXKK XXX KKK XK XXX KK XKXKHXKXKXK
XXXXXXXXXKXXXXXXX KX KKK KX X KKK XK KKK KKK KK KK KKK K XX KKK KKK KKK KX KKK KKK K XX KKK KKK KKK KKK KX KKK KKK XXX KKK KKK KKK KX KKK KKK KA KKK KKK XXX KKK XXX KKK KKK KKK KKK KKK KKK KKK
OOOOOOOOOXEKXXXHXKXXHRX XXX XXX XKXXX XXX XXX XKXX

XXX XXXXKXXKXXXKXKXXKXXXX XXXXXXX) XXXXXXKXKXKEKXKKX KKK KKK (XXXXX) XXXXXXHXHHKXKEHKEKEXHKHXKXHEHXHKEKHXK KKK XKEKEKKKKKKKKK
XXXXXXXKXXXEXXXKXXAKXXKKXKKKKKXX) XXXX) XXXXXX XXXXXXXXXX X XXXXXXXXX) XXXXX) (XX XXX, XXXXXXXXXXXXXXX
XXXXXXXXXKXXKXAXKKKXKKKK KKK N

XXXXXXXXXXXKXXX XXX KKXKX XK KKK KKK XK KKK KK KKK KK KKK XK KKK KK KK KKK XK KKK KKK KK KKK KKK AKX KKK KKK KK KKK XK KK KKK KKK KKK KK KKK KK KKK KKK KK KKK XK KKK KKK KK KKK AKX KK KK KKK KKK
XXXHXXXXHXHXHEXEXXKEXKKHXEKEHXEXKXEXHKH XK XK KX KK XK XX KRHEHEKKKEXKXKXHEHXEXEKEXHKHXKEHXHHHHXHXHHHEKXHEKXHKKKXHXHEHXHEXXKEXKIKXKEHXHCHE KK XK KK XKXKKXKXKKXKKXK

Write out & where Is B Execute Set Mark To Bracket
Read File &\ Replace & Justify Copy here Was




Screenshots: Task 6

Screenshot60: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

Help B write out x e Location [l undo
o Exit Bl Read File ace e J fy Go To Line |3 Redo

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

$ nano Ivplaintext.txt
$ openssl enc -aes-12 - in IVplaintext.txt -out I
00112233 566778889aabbccddeeff |\
- 0708
hex string is t 5| t, padding
-in Ivplaintext.txt
K
iv
hex string is too

To Bracket
here Was
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Screenshot62: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

GNU_nano 6.2 JySamel.txt
o [{7-#; }eoee " HgBBey+eEQR L5444/ JeedesgIe KinsessselosssseHURX I6oLe? LYo, 40 /ey ] beute

g Wher
il Read File Repla aste sti To Line

e cut Bl Execut Locatiol
Ul . stify Go To Line

U
|3

Undo
Redo

Undo
redo

Set
opy

Mark

F

To Bracket
here Wa

To Bracket
e Was
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Screenshot64: (Return to text)

GNU nano 6.2
5°_lessss\XS~ Be

GNU nano 6.2

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

IVDLff. txt

,eheseeesseetosP=Fed Bl eeoge

, sec
bytearray(x

nG p
R Exit

B8 write C
o d Fi

Bl Execute Location ! undo
&l Justif Go To Line [3 Redo

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

xor

X,y zip(first, second))

Cut E q o [ undo
Wl Paste b i Go To Line A Redo

Set Mark

F

o Bracket
Where Was
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Screenshot66: (Return to text)

o} parallels@ubuntu-linux-22-04-desktop: ~fLabsetup/Files

GNU nano 6.2 xor

2ip(first, second))

xor(r1,
print(ra.hex

B where 1s & cut c Set Mark
Replace &Y Paste y Py

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

ython3 xor.py
32204c61756e63682 6 9 3696c6521
hon3 -c 'print(bytes.fromhex(
Launch a missile!




Screenshot68: (Return to text)

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

$ python3 -c ‘print( .encode(”

$ python3 'print("No".e

s

Screenshot69: (Return to text)

plaintext
phertext:

v
plaintext
ciphertext:

v
plain

is etther "v
bdé2bc4
fefeebdc73s

3e174ef7932fe2945a0962
fh5ef1ebdc7355d307d929b34856

d7eac68c602636a71a

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

49



Screenshot70: (Return to text)

"~

GNU _nano 6.2

xor(r7,

print(

print(

print(
print(ra.hex

print(
print(ré.hex

(bytes.fromhex(ré.he:

& Help
e Exit

with

XORed with

with

Write Out Where
~R] ad Fil Replace

Yes and Ciphe

Yes and Ciphertext Value:

No and Ciphertext

No and Ciphertext

second))

parallels@ubuntu-linux-22-04-desktop: ~/Labsetup/Files

Xxor

Go To Line

Undo
Redo
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